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There has been discussion at our Lehigh Valley Computer Group meetings about cloud storage. Concerns include not being able to retrieve your data without an internet connection, and the safety of your sensitive data. Who is looking at it? Is it encrypted? Can the government get at it and see all your data? Can the company hosting the data read it?
These are legitimate concerns, especially since the recent revelation about the NSA spying on our domestic phone calls, emails, and cloud stored data.

In today's Morning Call, I found an ad for Best Buy. It offers a solution to this concern that is very practical.

Western Digital offers their My Book Live Personal Cloud Storage external hard drive (HD). This unit attaches to your wireless router. That makes it available to every connected device that you own, both in your house, and when away from it (via the internet). That means your smart phone, tablet, and laptop, whatever. There are apps for both Android and iOS. You can store movies, photos, and all kinds of data, and access them anywhere you have an internet connection. It also makes a good place to share files with other family members, no matter where they are located. Public and Private shared accounts can be created.

Because the data resides on your personal hard drive in your home, the worries about others (government, hackers, etc.) getting that data is greatly reduced, if not eliminated. Your data is safely stored behind your user ID and password (as well as your router's security), which is as safe as you choose to make it (long, complex passwords are recommended).

The cost is not excessive. Best Buy offers the Western Digital 2 terabyte (TB) version for about $130, and the 3 TB version for about $150. The included software makes backup of your computer very easy.

Online backup services, such as Carbonite and iDrive cost about $60 per year. This unit would pay for itself quickly, and offer the added privacy of local storage.

One drawback that I can see is that if my house should burn down, or thieves should steal the HD, your data is gone. Cloud storage is safer in that respect. Any very safe storage system should include off-site storage in some manner. It could be as simple as burning DVDs and storing them in another location.

So, to summarize, it is an interesting solution with many positives, but not a perfect one.

